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HTTPU O T A b

HTTPH — /X

POST /messages HTTP/1.1

Host: www.example.com
Content-Type: application/json
User-Agent: Mozilla/5.0 (Windows NT...

I

"message": “Hello, world!"

Ll LL

RF—H R

ANy -

RTA -

HTTPL AR X

HTTP/1.1 201 Created

Date: Mon, 16 Jan 2023 10:32:15 GMT
Content-Type: application/json

| | |_Expires: -1

K

1B

"message": “Hello, world!"
"created_at": 1673890622
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® Kong Gatewayld. EASTILLFIAHEN TLWSWebH —/TUT Nginx JZRX—XELT
RN EEOAPIZEBIBTEBRAPIS — NJIIA(TY . T34 CHEBEHLIRIDES
5T C. BHAREHCHUTEBIELIET ST > =2 0 ENE THIARIEET T,

A Kong Docs Q_ Search the docs. WERE HIRING! Docs Plugin Hub Support Community Kong Academy Request Demo

Kong Plugin Hub

ENTERPRISE ONLY I

() —
\
<] il

FREE MODE (NON-0SS) Extend Kong Konnect with powerful plugins and easy integrations
ADMIN KONG KONG
API MANAGER VITALS ALL MODES (OPEN-SOURCE,
FREE, AND ENTERPRISE) TROBUGTION Authentication
| erenenise ]
A\ KONG GATEWAY e = = #
=
e . AlPlugins Portal Application Registration Basic Authentication HMAC Authentication
-' Konnect Allow portal developers to register Add Basic Authentication to your ‘Add HMAC Authentication to your
. B spplcations against Services Services
ENTERPRISE PLUGINS .
: SUBSCRIPTION TIERS Support by Jpport b pport b
. Free A A A Kong
OPEN-SOURCE PLUGINS . Flus
w : S— =0
: i) =
. LOAD . FUNCTIONALITY wr Ny
API CLIENT . CONSUMER ROUTE SERVICE BALANCER - UPSTREAM TARGET Authenticatio
. . . JWT Kong JWT Signer Key Authentication
. .
A & A
Figure 1. Diagram of Kong
- - Transformation:
on, and forwarded to | enreRPrise ] ESD
Logging [ ]
@ ;| 4
Deployment Sy

CUSTOM PLUGINS

Kong RF 1A > ek D517 —

https://docs.konghg.com/gateway/latest/ Kong/ ST A Z—BNR—2
https://docs.konghg.com/hub/

LDAP Authentication LDAP Authentication Advanced
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The Redundant Old Way The Kong Way

CLIENT/SERVICES

CLIENT/SERVICES

Authentication Monitoring
API/RPC API/RPC API/RPC Lezpflie & | o
Authentication Authentication Authentication ACL " Caching
Rate-Limiting Rate-Limiting Rate-Limiting Rate-Limiting Serverless
Logging Monitoring
Caching
Serverless API/RPC API/RPC API/RPC
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® Target : APTH—)U1D(TAR /\ //“E’?“iﬁ““ =
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. KO I I g K% ( ‘ ( i( i l , I ; ) 1 I 1 % l / Z "ﬁ Kong Docs Q. search the docs. WERE HIRING! Docs Plugin Hub Support Community Kong Academy
Kongin Production . .
N Y Service Object .
Edit this page
b Kong Enterprise Service entities, as the name implies, are abstractions of each of your own upstream services. Examples of Services would be a data Report an issue

transformation microservice, a billing API, etc.

Kong Manager The main attribute of a Service is its URL (where Kong should proxy traffic to), which can be set as a single string or by specifying its
‘ ( d o protocol , host, port and path individually.

Develop Custom Plugins Services are associated to Routes (a Service can have many Routes associated with it). Routes are entry-points in Kong and define rules
to match client requests. Once a Route is matched, Kong proxies the request to its associated Service. See the Proxy Reference fora

/ \ AY — \ Kong Plugins detailed explanation of how Kong proxies traffic.
. O I I g l ‘ I ‘ \ Services can be both tagged and filtered by tags.
Admin API

\ {
A
/ "id": "9748f662-7711-4a90-8186-dc02f10eblf5",
"ereated_at": 1422386534,

Information Routes
"updated_at": 1422386534,

u,bI 5APIU77 l/>7\h“ o e

Debug Routes "host": "example.com",
/ \ "port": 50,
SXNTVET
ﬁ o] "connect_timeout": 60000,
Routes "write_timeout": 6@00G,

"read_timeout": 60000,

Consumers
"tags": ["user-level®, “low-priority"],

Plugins "client_certificate”: {"id":"4e3ad2e4-Bbcd-4638-8e34-c84all7ba3gb"},
“tls_verify": true,

Certificates "t1s_verify_depth": null,

"ca_certificates": ["4e3ad2ed-Bbcd-4638-8e34-cBLal17ba39b", "5le77dc2-8f3e-4afa-9d@e-Oe3bbbcfd515"],

CA Certificates "enabled": true

SNIs }
Upstreams
Torgets Add Service
Vaults
@ Note: This API is not available in DB-less mode.
Keys
Licenses Create Service

Workspaces [ o [

Kong Admin APILU J 77 L > X
https://docs.konghg.com/gateway/3.1.x/admin-api/
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FlzlEKubernetes®Ingress ControlIertb'CEM"Eéﬁ&.é:h"C%i@“

® PostgreSQLICHKTF LfCL\é?Z_&b
}\7U‘J’7’77'7 N th‘}mL\

F %‘JJ‘LZ\E_C@'

.WE%U'C

® DB-less mode (I (IN2HER%
FEAHIBCET. DBZAEULRWVT

KongzEhh'd CLHPIEE

[SE) (—%B

PERERIFIN DB TLITER

https://docs.konghg.com/gateway/latest/production/
deployment-topologies/db-less-and-declarative-config/
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FIWARE-NGSI v2 Specification®
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Iviles
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;—'Q‘Eﬁ ID,}Q;_g\ ﬁﬁ?‘j—:ﬁiﬁ Mv2le es/{entityld} Retrieve Entity
IEEEEl /vavent itiesstentityld} Remove enty
—_— . — — 5._‘_9 5"_‘_9 Iv2/entities/[entityld]/attrs Retrieve Entity Atributes
| B I AT &
Iv2lentities/{entityld}/attrs Repiace all entity sttributes
. " /vilentities/{entityld}/attrs Updete or Append Entity Attrib
F—AY—ERRHKE
Attributes e

[EE00 /2ventitiesslentityldl/attrs/[att ilane] @
FIWARE-NGSI v2 Specification (2B SN TULVBAPHTIERR—)
https://swagger.lab.fiware.org/ 25
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FIWARE Orion
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® Entity : 7 F A
® Registration : I>7F+Ab
® Subscription : I>73%+Ab

—

—

Entity Registration Subscription
ID ID ID
Type Description Description
RILIFR1 e B S5XTBRDEntity &
Type Entity|E¥R AT
Value
IR IR =E ZEIETICET BBk
Metadata
B F15HR2 P s BHAE. XOw kU >
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‘ N G S IV 2 ( : i\j’ }l_.l:_\ Lj t L \ i a_ o ) [ ntps:/raw.githubussrcontent.com/ Fiware/specifcations/master/OpenAPI/ngsiv2/ngsiva-openapi.json | explore |
AFHPTRERAPIIARDYARNT  Fwarenest vz specification
ABIRNTLET, e

® JNEPT —HHFIIEESRT S
BE. 20T —JEEENGSIV2 ﬁ
(POST /op/query) (CXFht: ==
LTV ENHDET E—
o [BIREFZI/FT I BT, TR
EFDEBENDZIEENGSIV2 T
(POST /op/notify) (3t —
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Schemes
HTTP v

API Entry Point

https://swagger.lab.fiware.org/
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BN TLET,

® FIWARE Orion(CEBIEFE Rl (CEI I BHERE(IHDFEE AN API Gateway T
HTTPUYIA MY ECHIFRIgER 1 — Y2l I 2 B I EIEET T,

FIWARE-Service: servicel FIWARE-Service: service2
FIWARE-ServicePath: /tokyo FIWARE-ServicePath: /tokyo/chiyoda FIWARE-ServicePath: /
=gy Entity uy Entity uy Entity
=gy Registration uy Registration =y Registration
up Subscription m Subscription _L Subscription
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FIWARE Orion®1>77 %37 C. APIICLD
s EZATVE T, T
® DockerlRiF (A AR=IENTVBREDELET et
® DBIIARRNR—ZRY—ERAZIAWHUIZHODIC
BELETN, SEIEEOLHITHTIE  |™M T
SEBEDELET, 50,443 /tco s001/tco
® RDBFZITVET, oo swswtey | |
® Docker ComposeJ 7 ILDVERK Rl it SR
o DB T HORBEMIL
® Kong / FIWARE OrionJ>7F D2 Rt oron ||
® Kong¢éFIWARE OrionDiE#EESTE i Bl
® KongJ 3 AL BEREEERTE
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2% : TETHHAUJ=Docker Compose I 71 JL

FIWARE Orion&MongoDB

Kong Gateway & PostgreSQL

version: '3.8'
services:

mongo:
image: mongo:4.4
restart: always
command: --bind_ip_all --quiet
environment:
TZ: Asia/Tokyo
volumes:
- ./data/mongodb:/data

orion:
image: fiware/orion:3.7.0
restart: always
command: -dbhost mongo -loglLevel INFO
environment:
TZ: Asia/Tokyo
depends_on:
- mongo
ports:
-1026:1026

CNSFTEBNTAHELEZEDTIDT,
ttF1 U REPTRILR &K%fiiﬁ_é

BB (C DUV TIFZNTNRLESED
WETY, SERE(CHRALIZSN,
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version: '3.8'
services:
kong:

image: kong:2.8.3

restart: always

environment:

TZ: Asia/Tokyo
KONG_DATABASE: postgres
KONG_PG_HOST: db
KONG_PG_USER: kong
KONG_PG_PASSWORD: password
KONG_PG_DATABASE: kong
KONG_PROXY_ACCESS_LOG: /dev/stdout
KONG_ADMIN_ACCESS_LOG: /dev/stdout
KONG_PROXY_ERROR_LOG: /dev/stderr
KONG_ADMIN_ERROR_LOG: /dev/stderr
KONG_ADMIN_LISTEN: 0.0.0.0:8001, 0.0.0.0:8444 ssl
KONG_PROXY_LISTEN: 0.0.0.0:80, 0.0.0.0:443 ssl

ports:
- 80:80
-443:443
- 8001:8001
- 8444:8444

depends_on:
-db

db:

restart: always

image: postgres:13

environment:
TZ: Asia/Tokyo
POSTGRES_PASSWORD: password
POSTGRES_USER: kong
POSTGRES_DB: kong

volumes:
- ./data/postgres:/var/lib/postgresql/data
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s FETHALEITCR (1/3) X

® 127 M X—TDHS
® docker compose pull

® Kong Gatewayd> 7+ DicH)
® docker compose up -d db

® docker compose run kong kong migrations bootstrap
® docker compose up -d

® FIWARE Oriond>7FDicE)

® docker compose up -d
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DATA-EX

® KongDU—EREEk

® curl -X POST -d "name=fiware-orion" -d "url=http://172.17.0.1:1026/"
localhost:8001/services

® curl -X POST -d "name=all" -d "paths[]=/" localhost:8001/services/fiware-
orion/routes

® Consumer&ixEAPIF—DERL

® curl -X POST -d "username=app01" localhost:8001/consumers
® curl -X POST localhost:8001/consumers/app01/key-auth

O APIq:_E:}JL;\n EerJ:I_E
® curl -X POST -d "name=key-auth" localhost:8001/routes/all/plugins
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DATA-EX

® EntityDEEx
® curl -X POST -H "Content-Type: application/json" -H "apikey: xxx" -d '{"id":

"RoomO001", "type": "Room", "temperature": {"type": "float", "value": 25.5,
"metadata”: {}}}' localhost/v2/entities

® EntityDEUS

® curl -H "apikey: xxx" localhost/v2/entities/Room001

® EntityDE5h

® curl -X PUT -H "Content-Type: text/plain” -H "apikey: xxx" -d "23.5"
localhost/v2/entities/Room001/attrs/temperature/value

® EntityDHlBR
® curl -X DELETE -H "apikey: xxx" localhost/v2/entities/Room001
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® Kubernetes735XADTERRT7YITL—R

® SSLEFAAEZENEF{EE

® 1T M A-—JDEH

® FIWARE Orionlc&(33/\1 FUDEDIRNTFE
® FIWARE OrionTHWWISEntityDEE(SER
® NGSIV2ER /- M ztERdD
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® Kubernetes75X3%ZFIHUTWRIGE(E. 770 RY—EXAITHR— R ENTWS
=232 DY R— NN R TESN TV —ANFEAL T, TEEARNIRISRA
7w — RN ERT — A IETENRERNMNETI,

=X FrRILDRTZa—]Il

W E VYR FrrRILICEREATVGZSR2E, ROXTSa1—ILOFv 7Y L—FRATEEShizANUBICBSNICT

AKS Kubernetes UU—XFER YTIU—ESNET, S—D2  REREEAET T5ETYYU—2 F v Y R TRATEET. FrRLOFIa k-3
IVEDHEW—TIIERRTEEAR. XUFTUAOBAREAL T, JSRAZATHE— HET FCABBIC T v T L
BEDU —ZBECDNTIE, Kubernetese [CRATER—S®BRBULTLIES L. —FEhBEWLSICTEET,
OF: ] < YU=2 Fr v RIUCBRINTVE S5 R21E, MFOPy 79 L— K 2T Ua—ILICRVET,
B Amazon EKS Kubernetes UU—XHL >4 —
PREURS () & BRTBESNTORNI CERUET. 2oien, MFEOS1( LS EEESNBattE
BEDET. SIEESUU—R DL > —TEIFFOT S ARERLTIZEL. Kubernetes  Kubemetes AR Beottay SET3 N
© R ori—¥a  @OUU-2 L = s T
. 3 e TERRE T > BE& emmae emmse eI 7
P A M ADUU— AKS T AKS G - REE0HOANEEELTOERTHED, REGCERONTERENET. e 2 i,
121 021E4B8 8 2021E5 58 201 E7H 124GA 1.21 20210408 | 2021-06-06  2021-09-02  2021-10-01  2022-01-07  2021-12-18 | 2022-04-20  2023-01-31
122 202148848 2021E£98 01 E12H 125 GA Kubernetes J{—<3 > FPYTARU—LDIU—2Z Amazon EKS UU—X Amazon EKS DHHR—MET 1.224 2021-08-04 | 2021-10-12  2022-04-05  2022-01-26 20220527 20220506  2022-09-23  2023-04-30
123 2021E 128 2022E18 202&48 1.26 GA 1.24 2022&5830 2022411 8 2024418 1.23 2021-12-14 2022-01-27 2022-05-27  2022-04-29 2022-10-20 2022-07-22 2023-01-09 2023-07-31
3 . :
124 02E48 228 202258 2022E78 1.27 GA 1.23 2021512578 2022 8E 118 2023E 108 124 2022-05-03 2022-06-03 2022-08-12  2022-08-19 2023-01-09 2022-11-30 2023-03 2023-10-31
125 2022%E8E 2022108 2025128 1.28 GA 1.22 20214688 4H 202244848 20234&E5 8 1.25% 2022-08-23 2022-09-13 2023-01-09 2023-01-09 2023-03 2023-03 2023-Q2 2024-02-29
126 20224128 23E1 8 sE2 s 129 GA 1.91 202154880 2021475190 2023F 28 1.26 20221206 | 2023-01-16 202303 202303 2023-02 2023-Q2 2023-02 20240531
127 202348 2023E58 203568 130 GA 1.20 2020128808 2021458188 202211 A1H
B GKE /i~ 3 > 1 20 AR A FET ERD, Yofi— FENACADELE
128 . . . 13164 1.19 2020 88 26 B 20212516 B 20228818 @ ER:GKE/S—Ta 120 UHBA—PETLRD, $F-PENECBDELY

A Microsoft Azure Cigffens A Amazon Web Services Cieftans A Google Cloud Platform Cigftans
KubernetesH—E XDV —XFTE KubernetestF—EXDU U —XFiE KubernetesHF—EXDU Y —XFE

https://learn.microsoft.com/ja-jp/azure/aks/supported- https://docs.aws.amazon.com/ja_jp/eks/latest/userguide/k https://cloud.google.com/kubernetes-engine/docs/release-
kubernetes-versions?tabs=azure-cli ubernetes-versions.html#tkubernetes-release-calendar schedule?hl=ja
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DG EILEEIRZ OHARNMIN S E TN TO 7 IZANKET S a] e \HDDE T,
TAMD ETEHEIRCGGERRZE OEFMMETY .

7IUg—23>

SSLEERRES
E NG EE

L7 Firewall

SSLEERAE
EPNEIEERER

Kong Gateway

API Server API Server API Server
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® DockerhubTAKIENTWSISTFAA—J(TFIN =23 FTHEESNTVET
P BUN=2325) TEA XS BHNEFHENTVST - AN HDET . 77T —
232D\ =Z3YEEUT SATSINEFHESNTVST—AENHBDET
o ztz(E Kong 2.8.1(320228E4878YI-X T IFF 1 X—SOREEHH
20226 10H26 B ERITHD. YI—RBHN S A—SHEHHENTOET.

2.81 o docker pull kong:2.8.1 I_ﬁ
Last pushed 3 months ago by doijanky
Apr 7, 2022 281 .
@ kit linux/amd64 47.05 MB
5 linux/ 64/vE 46.28 MB
E?_ ;i;a% Download Kong 2.8.1 and run it now: e
s https://konghg.com/install/ £
e Docker Image A Dockerhub_t THEZR L /=Kong 2.8.1MD
Links: Haﬁﬁ‘gE%ﬁE (320225 10)% 26 E o
e 2.8.1 Changelog
» Assets 2
M 6 | 6 people reacted
A GitHub_E CHEER T B Kong 2.8.100J U —XHI(F20228487H,
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® FIWARE OrionT(XISONT —5DHEDIRWE]EET T, €DIzsd. B, ENE],
PDF. Exceld71 IV EDT —AFURLYDY A XEDAIT —-HADHZETRKL. T—4
ANKIBIDZFT (AT —2%F) (RN IT2HEBENHDFET,

FIWARE Orion Entity ‘ O:bject Storage \
ID: ...
Type: ... T —ASEK
URL: ... \ — —
Content-Type: ... T—IER
Content-Length: ... >_ Sk
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® Entity(XFIWARE Service/ServicePath/ID/Type TiplUEFI DT, cNHN
EEURVLIRETIAMNENVGDNET , £fz. FIWARE Orion(CEIEENTLVS
Entity&. Registration CRATESERDHEN TVBENtity T_EEENEELR VLD
ERIDIRENDDET,

FIWARE Orion

Q
Ll\/longoDB
Registration Entity
ID: xxx ID: xxx
Type: yyy Tvpe_- yyy
ServicePath: zzz ServicePath: zzz
URL: www
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® NGSIV2ZEZEE )—MIlE. FIWARE OrionTHIATERVXZE., B0z, YD
TIAMAO—-ROMEEFIEERE. FIWARE Orionz# |92 ETOBEEIENFE
EFOTVET, mubF_J:'CE)JWEEEE?EJ:’ZB@“@@L&?

https://fiware-orion.letsfiware.jp/3.7.0/user/ngsiv2 implementation notes/

https://fiware-orion.readthedocs.io/en/3.7.0/user/ngsiv2 implementation notes.html
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& FIWARE % = =
FIWARE-ORION DOCS » A—-H¥&ITOJST - I=2 7/ » NCSIV2 R/ — @HLUHRE Docs » User & Programmers Manual » NGSIv2 Implementation Notes Q) Edit On GitHub
= | FIWARE-ORION
H—h 4 Q, search docs
o NGSIv2 3%/ — b (NGSIv2 Implementation Notes) e ey 80
. S n
1 ’f&?ﬂaj? Xzarn . REENTVEXT R
f F0>a « Et@OEHENF Home c
- « AGF—HBEEIIFA IR Getting Started )
& « AAOHZY LALO—EFI— K
* DASLRNEMBLT IATS3> USER & PROCRAMMERS MANUAL NGSIv2 Implementation Notes
© DAY LBNOREFARBAY S Introduction ) i
« DAY LBATOAY SDHE ; 1 escrit erat ke int L
© IVFAF4 - Or—S 3 ORRCHR AR S ° NGSI2 specification
WiETYHK— FENSB GeoISON F1T Pagination o
. BRAOEROEEIA—IY b CORS o
« BRYR—b i
© I-YREFEREIAHENE—RTIAITF—F EELETRE © Forbidden Characters
« YIROUT 3> - A1O—-FORE MQTT notifications ]
: miz ield synt f < Nt NGSIV2 s
AHF—8 Transient Entities o
AHF—8 Structured values for attributes O
R Update operatorsforaibute O
R BEAEHONT 3
« Oneshot #TZIUTS3> rCc!nlux; Providers and request O
+ EWHAT (alteration type) [CBIHTRIVUTSI > orwarding
* RAO—FRUOHAS Lk Attribute Metadata o
* MQTT ss Filwring o € " t e es describe in the forbidden
« ERENEEHOHERT characters n of the manual
* H)—=F - YTRDUTS 3> (Covered subscriptions) Multi tenancy [+]
YIRIUTSI - ATSI> Entity service paths o N
B&U DYITRIUTSI> - D4 —IE _ . d n char
& BIRIUTSEY - T =K Update action types o it Pt
. ATS3a> Context Broker federation ) i i
. m\a\mvjxa'):,a/ ZF—HR REFEZN
Forbidden characters <] Top
. A753>
« LZAML—232 Using regular expressions o
. A7v3> Oneshot Subseription e
+ DateTime B&U geolocation 547 TD 11 Hrk— b .
o - THHR—FENRL Subscriptions based in alteration © Update Operators For Attribute Values
 BILFEOME —
ipdates has s |
QGitHub  «Previous Nexts Y I T
3. Orion Context Broker 7 NGSI v2 B 1T o E RARIAREIC DV T RET 38N B3
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® A= —TI& IFN=YFIFT—AZXRELT. ROIBEHICOWVWTERBALELU,
® TUy -7 EEEBEDIEE(CRET SR tTxlE S
® Kong GatewayDHIELNEPENE
® FIWARE OrionDi#IE L NEREIME
® Docker ComposeZz{#olc T ANRIEDEZRL .. curldN> L DE%TE . BIMFHESS
® ER LDIFEH
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o HiaAENSOBVWVEDREITIVY - T —SEEREESEEEIA— A ILDEEEEIE.
BUﬁTEé%J:DLL%&éE*'CL\ER%i@“

DSATIV7 - F—AEIEEBHSHEEEIA— A
https://data-society-alliance.org/area-data/contact/

® /385, DSADHPICIHERED 1-IVOEAEZIEIDIHIC. EANMARIA> (EIRFIRSE /
BEFIEE) LRBAMRS1> FIRFIEE / EEFIEE) 22U THED., #HEEZ1-)

DY —AT—RIFOSSELTGitHUbICARESNTULET,
Kong Gateway https://github.com/Kong/kong (F+EBHA )

FIWARE Orion https://github.com/telefonicaid/fiware-orion (9MERHAKN)

® FIT. I\DAALTIF - NOENZHEEINDIH S DSANOSEEFZ2HRVVLET,
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