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# source ~/ENV.sh <U—=3>>

AR RADERIEFFCDOWLWTIE. LEREDOKLSICEBFECTCHA TS,
1I5ED # (3TO>T R THD. ANTIDDEZNURDERS .
<>THEO>TWBEIRIF/INSA—-5,
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2 WBEFIR

AETEH KEZI1—ILOBEFIRICDONTEEHT D.

| 2.1 EMAF

BB ENSDAECYZIT AN DDL. BFOTZAFI D,
NZIJTANGYTIVEMO—EIUTDED . B [FIFREFIEE] OFIECERIDEMES
iTI—%o

F——configmap/

| nginx-config-map.yaml

I common-configmap.yaml

—application000001/
access-control-service-container.yaml
binary-manage-service-container.yaml
book-operate-service-container.yami
certificate-manage-service-container.yaml
local-ctoken-service-container.yaml
notification-service-container.yaml
operator-service-container.yaml
pxr-block-proxy-service-container.yaml

|

|

|

|

|

|

|

|

|

|

|

|

|

|  }—region000001/

| access-control-service-container.yam|

| book-operate-service-container.yaml

| certificate-manage-service-container.yaml

| notification-service-container.yam|

[ operator-service-container.yam|

i I pxr-block-proxy-service-container.yam|

| —root/

| access-control-manage-service-container.yaml

| access-control-service-container.yaml

| book-manage-service-container.yaml

| book-open-service-container.yami

| catalog-service-container.yaml|

| catalog-update-service-container.yaml

| certificate-authority-service-container.yaml

| certificate-manage-service-container.yaml

| ctoken-ledger-service-container.yaml

| identity-verificate-service-container.yaml|

| notification-service-container.yaml

| operator-service-container.yaml|

i pxr-block-proxy-service-container.yaml

—deployment/

| application000001-deployment.yaml|

| region000001-deployment.yaml|

I root-deployment.yaml

F—ingress/

I pxr-ingress.yaml

L—services/
application000001-service.yaml
database-service.yaml
region000001-service.yaml
root-service.yaml
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I 2.2 EKS SR —IEE

1. OSRY—2FT Do

INSA—=%:
-3 ap-northeast-1(EERU —>3 > DiHE)
DS RE—% pxr-cluster ({EE&#1)
Kubernetes /\—>3> 1.20 (2022 &£ 6 AlFR)
TS5AR—- TRy M ID EHIBRUIETSANR— M TRy ~MID
JINTVy oI Ry M ID FRERLI/\TUy 8T xRy K ID
= MHECHUTHRETD

N>R

# eksctl create cluster ¥
--region <U—=3>> ¥
--name <JSAF—%> ¥
--version <Kubernetes /{\—=3>> ¥
--fargate ¥
--vpc-private-subnets <S5/ RX— MFTRY N ID> ¥
--vpc-public-subnets  </{\JUw OB T Rw ~ID> ¥
--tags "Owner=owner, Group=platform, Name=pxr-cluster"

2. Kubeconfig &k Z B9 D

INSA=5
—>3> ap-northeast-1(GRRU—>3 > DIHHE)
DS AF—% ERUTE O S RI—%

X R

# aws eks update-kubeconfig ¥
--region <U—=3>> ¥
--name <S5 X5—%&>

3. RRIZERERRZIFRRT B,

INSA—=5:
ZEIZER pxr ({E&)

N>R
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# kubectl create namespace <&gIZER>

4. Fargate 7O77 A ILZERKT Do

INSA—-%:
-3 ap-northeast-1(EERU —>3 > DiHE)
DS R —% ERR LTz O S R T —%
Fargate 7077 1)L ERE DR
R ZE EBDBIR
50 MHEICIGUTHRET D
i v O

# eksctl create fargateprofile ¥
--region <U—>3>> ¥
--cluster <SS RXT—%> ¥
--name < Fargate 7OJ 71 JL&>¥
--namespace <&aIZE/>¥

--tags "Owner=owner,Group=platform,Name=pxr-fargateprofile-pxr"

5. USRI —DEFa1 U1 JIL—TZ2HRT B,

INSA=5:
—=3> ap-northeast-1(BBRU—>3 > DIHH)
DS RE—% YERR UTe O SR —%

N>R

# eksctl get cluster ¥
--region <U—=3>> ¥
--name <S5 —%&>

6. ALBBEFa2UFT a4 JIL—THZEENTNDIISE

T OIL—T(CEFEREMY Do

. FOTFIVUFTAOII—-TIDEOISRAIEFL

NS A—4
75X —SGID DSRItFa VT 0)IL—F 1D
ALB A SGID ALBttF+aUF2JJ)L—TID
2 N

‘ # aws ec2 authorize-security-group-ingress ¥
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--group-id <25 X~ —SGID> ¥
--source-group <ALB A3 SGID> ¥
--protocol tcp ¥

--port 8080-8080

7. SRS —0 1AM OIDC FO/\A 45 —%{Ep{ T B,

SR —(CZ(E. OpenID Connect F#{T&®D URL HEEMHFISNTND., ISAY—HT> T IAM
O—JL&EFERTBC(E. ISRAY—DfzsH@D IAM OIDC TO/\ASF —HFE L TLDIRENH B,

INSA—=5
-3 ap-northeast-1(EERU —>3 > DiHE)
DS AT —% ERRUTE DS RT—%

N>R

# eksctl utils associate-iam-oidc-provider ¥
--region <U—>3>> ¥
--Cluster <S5 —%&> ¥
--approve

8. AWS ALB INGRESS CONTROLLER @ IAM/RUS — RF 1 X> h&EATI>O—- RT3,

N>R

# curl -0 iam-policy.json https://raw.githubusercontent.com/kubernetes-sigs/aws-alb-ingress-
controller/v1.1.7/docs/examples/iam-policy.json

9. A>O—-RURUS—T7AJLTIAMRU S — (pxr-ingress-policy) ZE{EmT Do

INSA-%5

RUS—% Ap-northeast-1(BBRU—>3 > DIFA)

N>R

# aws iam create-policy ¥
--policy-name pxr-ingress-policy ¥
--policy-document file://iam-policy.json

10. ERERyaml J71I)L=25Fo>0—-RU. @AY D. CNICKD. U5X%5—(C IngressController
H—EXTHI> SHMERR SN, 5 XF0O—-)LH KU IngressController O—)LICHEDIF5NSD,

R R

# curl -o rbac-role.yaml https://raw.githubusercontent.com/kubernetes-sigs/aws-alb-ingress-
controller/v1.1.7/docs/examples/rbac-role.yaml
# kubectl apply -f ./rbac-role.yaml

10 © NEC Corporation 2023 \Orchestrating a brighter world NEC



https://raw.githubusercontent.com/kubernetes-sigs/aws-alb-ingress-controller/v1.1.7/docs/examples/iam-policy.json
https://raw.githubusercontent.com/kubernetes-sigs/aws-alb-ingress-controller/v1.1.7/docs/examples/iam-policy.json
file://///iam-policy.json

11. OSRA—FRA IAM (CH—EXO—-I)LZER L. USR5 —D IngressController b—E X710

TV FID,

INSGA=5:
-3 ap-northeast-1(EERU —>3 > DiHE)
DSRE—% e LTz OS5 R —%
ZAIZEfE kube-system
S STAN alb-ingress-controller
RU=—ARN 9. TR LTZ/RU = —® ARN

i Ev 2 N

# eksctl create iamserviceaccount ¥
--region <U—=3>> ¥
--name alb-ingress-controller ¥
--namespace kube-system ¥
--cluster <SRG —%&> ¥
--attach-policy-arn </RJ=—ARN> ¥
--override-existing-serviceaccounts ¥
--approve

12. IngressController > 7O4AXZJ T A NI 7 I)L&AFD>0O0—- KU, BRI 3.

v
# curl -o alb-ingress-controller.yaml https://raw.githubusercontent.com/kubernetes-sigs/aws-alb-ingress-

controller/v1.1.7/docs/examples/alb-ingress-controller.yaml
# kubectl apply -f ./alb-ingress-controller.yaml

13. IngressController 7 7O04/NZJ T X h&iR&ET .

INSGA=5:
—>3> ap-northeast-1(BRRU—>3 > DiHHE)
DSRI—% R LTZ O S RF—%
VPCID VPC D ID

\Orchestrating a brighter world N '
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fmEEp :

spec:
containers:
- args:
- --ingress-class=alb
- --cluster-name=<4 S5 X5 —%&>
- --aws-vpc-id=<VPCID>
- --aws-region=ap-northeast-1
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I 2.3 DB i

KETT@FT—INR—X(HEHEHBIR TR I D,

1. BY-—EXREGRI1—Y—ZFHI 3.

INSGA=5:
ARSI FT=AINR=RAREFT—HINR-IZ &A=&
12BN FF
JIXT—R TF1UFTA BHICEDETE LY —-D/(X
D— RZEEITD

XTL T+« v IR SBHEFIRD/INSA—-FELTEERT D,

N>R
CREATE USER <L J w7 X>_access_control_user WITH PASSWORD ‘</{XTJ— R>’;
CREATE USER <fL-J« w4 X>_access_manage_user WITH PASSWORD ‘</{XDJ— RK>;
CREATE USER <L J- w2 X>_book_manage_user WITH PASSWORD ‘</{XDJ— R>’;
CREATE USER <fL-J« w4 X>_binary_manage_user WITH PASSWORD ‘</{XTJ— R>*;
CREATE USER <L J- w2 X>_book_operate_user WITH PASSWORD ‘</{XTJ— R>’;
CREATE USER <fL-J«r w4 X>_catalog_user WITH PASSWORD ‘</\XDJ— R>’;
CREATE USER <L J- w4 X>_catalog_update_user WITH PASSWORD ‘</{XTJ— R>’;
CREATE USER <L J« w2 X>_certification_authority_user WITH PASSWORD ‘</{XDJ— R>;
CREATE USER <L - J w2 X>_certificate_manage_user WITH PASSWORD ‘</{XDJ— R>’;
CREATE USER <fL - J«r w2 X>_identify_verify_user WITH PASSWORD ‘</{XTJ— R>*;
CREATE USER <L J - w%7X>_notification_user WITH PASSWORD ‘</{RDJ— R>’;
CREATE USER <fL-J«r w2 X>_operator_user WITH PASSWORD ‘</{XDJ— R>’;
CREATE USER <L J« w2 X>_block_proxy_user WITH PASSWORD ‘</{XJ— R>’;
CREATE USER <L J - w/7X>_ctoken_ledger_user WITH PASSWORD “</{Z D — K>’
CREATE USER <L J« w2 X>_local_ctoken_user WITH PASSWORD ‘</{XJ— R>";

2. DB I1—H—flR
X TFEEIN> RIE DB DVYRY—1—H—h postgres DIZEDHITHD.

v
GRANT <L J« w4 X>_access_control_user TO postgres;
GRANT <L T~ w4 X>_access_manage_user TO postgres ;
GRANT <L J« w7 X>_book_manage_user TO postgres ;
GRANT <L J« w7 X>_binary_manage_user TO postgres ;
GRANT <L J w7 X>_book_operate_user TO postgres ;
GRANT <L J~ w7/ ZX>_catalog_user TO postgres ;
GRANT <L J« w4 X >_catalog_update_user TO postgres ;
GRANT <L T« v X>_certification_authority_user TO postgres ;
GRANT <L J« w4 X >_certificate_manage_user TO postgres ;
GRANT <L T« w7 X>_identify_verify_user TO postgres ;
GRANT <L J« w4 X>_notification_user TO postgres ;
GRANT <L J« w7/ X>_operator_user TO postgres ;
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GRANT <L J~ w7/ X>_block_proxy_user TO postgres ;
GRANT <L J« w7 X>_ctoken_ledger_user TO postgres ;
GRANT <L J~« w7 X>_local_ctoken_user TO postgres ;

3. T—HIR—ERL

INSA=5:
F—HINR—R% £ (4 : root_pod)

RN -
‘ create database <> —4~~—X%&> ENCODING 'UTF-8'";
4, AF—<1ERK

N>R
CREATE SCHEMA pxr_access_control AUTHORIZATION <fL-J« w/JX>_access_control_user;
CREATE SCHEMA pxr_access_manage AUTHORIZATION <~fL - J« wZJ X >_access_manage_user;
CREATE SCHEMA pxr_binary_manage AUTHORIZATION <L J-« w4 X>_binary_manage_user;
CREATE SCHEMA pxr_book_manage AUTHORIZATION <L -J~« v/ X>_book_manage_user;
CREATE SCHEMA pxr_book_operate AUTHORIZATION <L - J - w47 X>_book_operate_user;
CREATE SCHEMA pxr_catalog AUTHORIZATION <L J« w2 X>_catalog_user;
CREATE SCHEMA pxr_catalog_update AUTHORIZATION <L - J-r w47 X>_catalog_update_user;
CREATE SCHEMA pxr_certification_authority AUTHORIZATION <L J« WX
>_certification_authority_user;
CREATE SCHEMA pxr_certificate_manage AUTHORIZATION <L J« w2 X>_certificate_manage_user;
CREATE SCHEMA pxr_identify_verify AUTHORIZATION <L -J« w7 X>_identify_verify_user;
CREATE SCHEMA pxr_notification AUTHORIZATION <ZfL - J - w7 X >_notification_user;
CREATE SCHEMA pxr_operator AUTHORIZATION <fL-J« w7/ X>_operator_user;
CREATE SCHEMA pxr_block_proxy AUTHORIZATION <=fL - J - w7/ X>_block_proxy_user;
CREATE SCHEMA pxr_ctoken_ledger AUTHORIZATION <L J« w7 X >_ctoken_ledger_user;
CREATE SCHEMA pxr_local_ctoken AUTHORIZATION <L J - w/X>_local_ctoken_user;

5. T—IAER

PxR-Root-Block &Y —E XD createTable.sql #3479 %,
RS -

‘ createTable.sql

6. 1EMRIEN
-5 —DERZENMT D,

N>R
GRANT ALL PRIVILEGES ON pxr_access_manage.token_generation_history TO <L J+ w2
>_access_manage_user;
GRANT ALL PRIVILEGES ON pxr_access_manage.token_access_history TO <L J+ w2
>_access_manage_user;
GRANT ALL PRIVILEGES ON pxr_access_manage.caller_role TO <L J« w4 X>_access_manage_user;
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GRANT ALL PRIVILEGES ON pxr_access_manage.token_generation_history_id_seq TO <L J«1 w2 X
>_access_manage_user;

GRANT ALL PRIVILEGES ON pxr_access_manage.token_access_history_id_seq TO <L J+ WX
>_access_manage_user;

GRANT ALL PRIVILEGES ON pxr_access_manage.caller_role_id_seq TO <L J+«wvIX
>_access_manage_user;

GRANT ALL PRIVILEGES ON pxr_access_control.api_access_permission TO <L J« WX
>_access_control_user;

GRANT ALL PRIVILEGES ON pxr_access_control.caller_role TO <L -J-« v/ X>_access_control_user;
GRANT ALL PRIVILEGES ON pxr_access_control.api_token TO <L -J« w4 X>_access_control_user;
GRANT ALL PRIVILEGES ON pxr_access_control.api_access_permission_id_seq TO <L J« w4 X
>_access_control_user;

GRANT ALL PRIVILEGES ON pxr_access_control.api_token_id_seq TO <L J«x w2 X
>_access_control_user;

GRANT ALL PRIVILEGES ON pxr_access_control.caller_role_id_seq TO <L J+ w4 X
>_access_control_user;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA pxr_binary_manage TO <L J+1 woX
>_binary_manage_user;

GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA pxr_binary_manage TO <L J+ WO X
>_binary_manage_user;

GRANT ALL PRIVILEGES ON pxr_block_proxy.log_called_api TO <L - J-r w4 X>_block_proxy_user;
GRANT ALL PRIVILEGES ON pxr_block_proxy.log_called_api_id_seq TO <L J1 w2 X
>_block_proxy_user;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA pxr_book_manage TO <L J+ wZOX
>_book_manage_user;

GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA pxr_book_manage TO <L J1 v X
>_book_manage_user;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA pxr_book_operate TO <L J« wOX
>_book_operate_user;

GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA pxr_book_operate TO <L J« w4 X
>_book_operate_user;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA pxr_catalog TO <L 7« w4 X >_catalog_user;
GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA pxr_catalog TO <L - J«r v/ X>_catalog_user;
GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA pxr_catalog_update TO <L J1 w2 X
>_catalog_update_user;

GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA pxr_catalog_update TO <L J+« woIX
>_catalog_update_user;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA pxr_certificate_manage TO <L J« v IX

>_ certificate_manage_user;

GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA pxr_certificate_manage TO <L J« w4 X
>_ certificate_manage_user;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA pxr_certification_authority TO <L J+ w2 X
>_ certification_authority_user;

GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA pxr_certification_authority TO <L J1woX
>_ certification_authority_user;

GRANT ALL PRIVILEGES ON pxr_ctoken_ledger.ctoken TO <L -J - w2 X >_ctoken_ledger_user;
GRANT ALL PRIVILEGES ON pxr_ctoken_ledger.ctoken_id_seq TO <L J -« w7 X >_ctoken_ledger_user;
GRANT ALL PRIVILEGES ON pxr_ctoken_ledger.ctoken_history TO <L -J - w /X >_ctoken_ledger_user;
GRANT ALL PRIVILEGES ON pxr_ctoken_ledger.ctoken_history_id_seq TO <L J+ v X
>_ctoken_ledger_user;

GRANT ALL PRIVILEGES ON pxr_ctoken_ledger.cmatrix TO <L - J« w7 X>_ctoken_ledger_user;
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GRANT ALL PRIVILEGES ON pxr_ctoken_ledger.cmatrix_id_seq TO <L -J - w2 X>_ctoken_ledger_user;
GRANT ALL PRIVILEGES ON pxr_ctoken_ledger.row_hash TO <L J« w2 X >_ctoken_ledger_user;
GRANT ALL PRIVILEGES ON pxr_ctoken_ledger.row_hash_id_seq TO <L J«wvoX
>_ctoken_ledger_user;

GRANT ALL PRIVILEGES ON pxr_ctoken_ledger.document TO <L J - w4 X >_ctoken_ledger_user;
GRANT ALL PRIVILEGES ON pxr_ctoken_ledger.document_id_seq TO <L T+« w4 X
>_ctoken_ledger_user;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA pxr_identify_verify TO <L J+1 woX
>_identify_verify_user;

GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA pxr_identify_verify TO <L J« WX
>_identify_verify_user;

GRANT ALL PRIVILEGES ON pxr_local_ctoken.row_hash TO <L 7« w4 X >_local_ctoken_user;
GRANT ALL PRIVILEGES ON pxr_local_ctoken.row_hash_id_seq TO <L - J - w4 X >_local_ctoken_user;
GRANT ALL PRIVILEGES ON pxr_local_ctoken.document TO <L J« w7 X >_local_ctoken_user;
GRANT ALL PRIVILEGES ON pxr_local_ctoken.document_id_seq TO <L - J-r w4/ X>_local_ctoken_user;
GRANT ALL PRIVILEGES ON pxr_notification.notification TO <L 7« w4/ X >_notification_user;

GRANT ALL PRIVILEGES ON pxr_notification.notification_destination TO <L J« w2 X
>_notification_user;

GRANT ALL PRIVILEGES ON pxr_notification.readflag_management TO <L J« w4 X
>_notification_user;

GRANT ALL PRIVILEGES ON pxr_notification.approval_managed TO <L - J - w4 X >_notification_user;
GRANT ALL PRIVILEGES ON pxr_notification.notification_id_seq TO <L 7« w2 X >_notification_user;
GRANT ALL PRIVILEGES ON pxr_notification.notification_destination_id_seq TO <L J+ w2 X
>_notification_user;

GRANT ALL PRIVILEGES ON pxr_notification.readflag_management_id_seq TO <L J« w4 X
>_notification_user;

GRANT ALL PRIVILEGES ON pxr_notification.approval_managed_id_seq TO <L J« v X
>_notification_user;

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA pxr_operator TO <L -J - v/ X>_operator_user;
GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA pxr_operator TO <L J+1 w2 X
>_operator_user;
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I 2.4 CloudSearch s%7E

1. CloudSearch RAA>%ZVERRT B,

INSA—4
RAA1>% cloudsearch KA1 >4

N>R

‘ # aws cloudsearch create-domain --domain-name < RX-1 > &>

Bl

2. Index Options %iE

INSA—45
RAA>% cloudsearch RXA>%
ZOMINS A -5 (SETFEIE.

N>R

# aws cloudsearch define-index-field ¥
--domain-name < RXAA &> ¥
--name description ¥
--type text ¥
--return-enabled true ¥
--sort-enabled true ¥
--highlight-enabled true ¥
--analysis-scheme _ja_default_

# aws cloudsearch define-index-field ¥
--domain-name < RXA &> ¥
--name name ¥
--type text ¥
--return-enabled true ¥
--sort-enabled true ¥
--highlight-enabled true ¥
--analysis-scheme _ja_default_

# aws cloudsearch define-index-field
--domain-name < RXA &> ¥
--name code ¥
--type int ¥
--facet-enabled true ¥
--return-enabled true ¥
--sort-enabled true

# aws cloudsearch define-index-field ¥
--domain-name < RXA %> ¥
--name id ¥
--type int ¥
--facet-enabled true ¥
--return-enabled true ¥
--sort-enabled true
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3. A>T VIREFRT B

NS A—4
RAA>% CloudSearch RX->%

N>R

aws cloudsearch index-documents --domain-name < RX-1>%&>

4, Access Policies :%7E
UTFoHA REZSZE(C CloudSearch RAANCTFOTCATEBLDOETET D,

https://docs.aws.amazon.com/ja_jp/cloudsearch/latest/developerguide/configuring-access.html
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https://docs.aws.amazon.com/ja_jp/cloudsearch/latest/developerguide/configuring-access.html

| 2.5 ¥=JTX MR &

1. BMAF
[2.1 BMAF] TREULENYZI IR NEMZFED> TUTFIEZERT D,
2. Configmap fR&E

AFURNZI T R bHRDLT DEDAFH X FF (T3 UL T DOE#RZEITS.

1BDIAFH X FF) BIRNE

<ext_name> TORF>>3> 4

<cloudsearch-endpoint> CloudSearch KX~ > SearchEndpoint

<password_hashsalt> JXRDT—R)\wZabdVIL ME (3ZF51)

<password_hashStrechCount> JXADT— R\ 3{bDX bW FEIZL (B2
fB)

<db_endpoint> F—HAR—ZALRRA> S

<namespace> EZENEAEE

3. ormconfig.json fm&e

£A>5FdD yaml J 7 )LD ormconfig.json E&ESPD%Z. DB EBEREFICERTE LIEICEDE B,

ERI
ormconfig.json: |

{
"name": "postgres”,
"type": "postgres",
"host": "external-db-service",
"port": 5432,
"database": "<database_name>", 2.3 DB #H®D 3. TR LIcT —IR—X %
"schema": "schema”, 2.3DB & TIEk LIzEER
"username": "<user_name>", 2.3 DB &£ 1.k L1 —H—
"password": "<password>", 2.3 DB#&&En 1. R L1 —Y—
"synchronize": false,
"logging": false

>

BIEMETR T 7 1 )LIFLL T D@D,
access-control-manage-service-container.yaml
access-control-service-container.yaml
book-manage-service-container.yaml
book-open-service-container.yami
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catalog-service-container.yaml
catalog-update-service-container.yaml
certificate-authority-service-container.yaml| %
certificate-manage-service-container.yaml X
ctoken-ledger-service-container.yaml
identity-verificate-service-container.yaml
notification-service-container.yaml
operator-service-container.yaml

pxr-block-proxy-service-container.yaml

%configmap A.env MFREE DB #EEIBHRNRESNE.
4. Deployment fRge

AFUTJz deployment B> T IV &RET D. 17 F image IBEBDEIER U1 A —=dD URL ZI8TE
TB. {AA=TE}:{FT = EJ)LRFIEE 5.1. Docker A>T FAX—DHERT DA A—ZHETD
[CESHMR D,

HEH
apiVersion: apps/vl
kind: Deployment
metadata:
name: root-api
namespace: pxr
spec:
replicas: 1
selector:
matchLabels:

app: root-api

template:

metadata:

labels:
app: root-api

spec:

- name: pxr-operator-service
image: 123456789012.dkr.ecr.ap-northeast-1.amazonaws.com/{-f X—>&}: {5}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: 210m
memory: 310Mi
limits:
cpu: 1000m
memory: 1000Mi
ports:
- containerPort: 3000
volumeMounts:
- mountPath: /usr/src/app/config
readOnly: true
name: operator-service-config
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5. O—RI\S2H—ERk

ALB Ingress Controller Zf£> T ALB Z{Epk 9 DIFE. LT Ingress EEESE LT D,
tFa1UFTaDIL—=T . FAE. WAFRELFIVUT A ICAITIREFREBICEUTHET D&,

yaml &2 EH

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
annotations:
kubernetes.io/ingress.class: alb
alb.ingress.kubernetes.io/scheme: internet-facing
alb.ingress.kubernetes.io/target-type: ip
alb.ingress.kubernetes.io/listen-ports: '[{"HTTPS": 443}]'
alb.ingress.kubernetes.io/certificate-arn: <AWS Certificate Manager sEB8Z& ARN>
alb.ingress.kubernetes.io/security-groups: <ttF+a1 U1 JIL—7>
alb.ingress.kubernetes.io/wafv2-acl-arn: <AWS WAF Web ACL ARN>
alb.ingress.kubernetes.io/ssl-policy: ELBSecurityPolicy-FS-1-2-Res-2019-08
alb.ingress.kubernetes.io/load-balancer-attributes: idle_timeout.timeout_seconds=120
name: pxr-ingress
namespace: pxr
spec:
rules:
- host: root.xxxxx.me.uk
http:
paths:
- path: /*
backend:
serviceName: root-service
servicePort: 80

6. EEBAZE & RSA S0 Secret =&k

H—)\—5BAE (server.crt). RSA S (server.key) Z{ERRT D,

openssl genrsa 2048 > server.key
openssl req -new -key server.key > server.csr
cat server.csr | openssl x509 -req -signkey server.key > server.crt

547> MEEBAE (client.crt). RSA# (client.key) Z{ERkT D,

openss| genrsa 2048 > client.key
openssl req -new -key client.key > client.csr
cat client.csr | openssl x509 -req -signkey client.key > client.crt

TE/INSA—-FEOY> RT Secret #ERk 9 B,

BRIz ERDRFR
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kubectl create secret generic nginx-secret ¥
--from-file=server.crt ¥
--from-file=server.key ¥
--from-file=client.crt ¥
--from-file=client.key -n <& FEIZ=fE>

7. XZJx X NERA

BIEDFIETHREUIENZI T XA B KUV IngressYam| Zi#EHT D, YT T X SOBEAICIFERN(C
apply THEHATZE2M., J7AIIHYAXA—)\—(CKDKT DIHE. create > replace ZfE> TEAT
Do
N>R

# kubectl apply -f J71ILAFEEETAILTE

# kubectl create -f J7A(ILREZETAILTE
# kubectl replace -f J71IL&EETAILSTE

8. Pod tEnfE:?
Pod A running RRE(CIRD TLWB Z & =R T D,
N>R

# kubectl get pod -n pxr

|2.6 MBWHHOYORE (FoBSIEHY—EXTOINA S —DRE)

1. BMAF
2.1 TR LAYOTEMICH U TRERIHY —EXT0/\15 —DREZITD.

2. HEBOER
<HRERTEE>ZXRBROECERT D,
%I A I RDBEF{FIRERTEMEY E2D.
X#fE (J—R) (&1000001~10000000 DIEBDHEZIEET D,
% (v1.2) #E (O3—R) ZUTOHRENRBUAMCEELUES. YZIT XA ME#EOHSOII—

RZ2ERTIBENDSD.
L NZT7zAb | BEEHRT 7 AL
MAERERE I _ : . o5
DETEE (manifest/eks/configmap/ I3 BD 7= HEEL)
global_setting_code 1000374 root/book-manage-service-container.yaml
pxr_root_actor_code 1000431 root/book-manage-service-container.yaml
pxr_root_block_code 1000401 common-configmap.yam|
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application000001/book-operate-service-container.yaml
application000001/operator-service-container.yam|
application000001/pxr-block-proxy-service-
container.yaml
region000001/book-operate-service-container.yaml
region000001/pxr-block-proxy-service-container.yaml
root/access-control-manage-service-container.yam|
root/catalog-update-service-container.yaml

root/pxr-block-proxy-service-container.yaml

person_item_type_address_code | 1000371 root/catalog-service-container.yaml
_ manifest/eks/configmap/root/catalog-service-
person_item_type_yob_code 1000372
container.yaml
application000001/operator-service-container.yaml
pxr_root_user_information_code | 1000373 region000001/operator-service-container.yaml
root/operator-service-container.yam|
- AT
MAERE®E ZtER iz HED
N . X25 THRELT:
ext_name &R0 ext % X7y (FARHEF)
ext_name
BHE T o 2 —nhgnA . .
pxr_root_actor_code . HE (3—F) 1000431
Za=EolN
- DR THERAESNDFIBERTEE
MAEETEE B 2" R ED
X256 THRELT:
ext_name &R D ext & XF7 B
ext_name
TOBSEH Y —ER 7N A . TEHE Y — X
pxr_root_name R XFF ) .
X — D ZHR TANA K —
Ja—NILEREDAZOY
global_setting code ]\ HiE (3—F) 1000374
: N
PFRIARO A0 10— )
pf _terms_code o HiE (o—1F) 1000500
WBHIE T 7 2 —(ERIETE .
actor_setting_code T . HE (2—1F) 1000731
OhxBOZa—F
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actor_own_setting _code BRI 7\\7 ” —\\ﬁ.&i #HiE (2—F) 1000781
DhAZaA—F
pxr_root_actor_code /ﬁ@%J@T 7A DA #E (a—F) 1000431
Za=Eul
pxr_root_block_code /ﬁ@ﬂ@7 A 705%0 ¥E (a—F) 1000401
73—k
BABEDEBRER (ERT
person_item_type_address_code | (THX) ) mAhxAa s HiE (o—F) 1000371
a—F
BABEOCEERER (£4
person_item type yob code (FE) ) ohxmsa— | #HE (a—F) 1000372
]\

maHEY — X7 ang
pxr_root_user_information_code | ¥ —THBEI 2 BHIEFER | HE (2—F) 1000373

oAy aA—F

- society_catalog.json

THEAEN3FIAERTERE
MAEFETEE BT R FES
IN—Y FIT—REBEEE 1 —
catalog_description hEaOs7T—2OHATFR B X T RIS 27— h&o s T
ER
- Jext/{ext_name}/actor/pxr-root/FL@HIHY — EX O/« 5 —_item.json
TERASNZFRERTEE
FA&EREE 2 EA i HES
pf_description_title PFEIED XA FIL XF 5 77y b7 — LE
pf_description_subtitle PFEIEDY 7424 kL XF7 7Ty b7 — LE
pf_description_sentence PFHIZEDTF Xk XF5 7Ty b7 — L E~
HEEHEE Y —Ex7an
. . EEEEY - X7ON
region_certification_criteria_title A X—BEEEDRA | XXFF]
1R —DRERLE
L
EEESY—EX7Aan e .
. . HEEE Y —ex7Aan
region_certification_criteria_sentence | 1 X —REHEEDTF X | XF7F! R .
X A X—DHREEETT,
EEESY—EX7Aan e .
. HHEEY - RT7AN
region_audit_procedure_title A X—DEEFIEDO XA XF5 R
» 1R —DEEFIE
J
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EEESY—Ex7an s .
) EHEEY -7 AN
region_audit_procedure_sentence A ZX—DEEFIEOTF | XFF R
1 X—DEEFIETT,
Z b
TV r—var7an . .
o . 77V r—ar7an
app._certification_criteria_title A X—BEREDRA b XF7 R ) .
A X —DFTEHLE
L
TV r—yar7an . .
o . 77V r—var7an
app_certification_criteria_sentence A1 X—REEEDTF X XF5 . ) .
X 1 X —DRERELETT,
TV r—var7an . .
R 77UV = ary7an
app_audit_procedure_title A Z—DEEFIEDX A XF7 R
1 X—DEEFIE
koL
TV —=vav7an . .
R T7U =3 7an
app_audit_procedure_sentence A Z—DEEFIEOTF | XF7 R
1 X—DEEFIETT,
Z b
AR T—bxX> bR o
organization_statement_title i pra=2l R T—r X b
)
MR T — A bOY o
organization_statement_subtitle R =2l R T—r X b
724 b
IN—Y FILT — R EHET
o HERT—bAY DT o Pa—IEBET DA
organization_statement_sentence prg2 ]l ) o
FR b HEY —EX 70/ g
7\\—’6‘—3—0
- Jext/{ext_name}/block/pxr-root/PXR-Root-Block_item.json
THEAEN3FIAERTERE
fA&EREE 2 EA R X EF
, MBEIE Y — X7 AN o _ _
domain . ) XF5 | domain.sample-pxr.jp
X—=D XA

- /ext/{ext_name}/setting/actor-own/pxr-root/actor_{pxr_root_actor_code}/setting_item.json

TERTNIFRERTERE
MAERE®E B = REH
email-address BWEbHEHLEDOA—ILT KL X XFF] test@test.jp

tel-number

BMWEbEEOEFEES

000-0000-0000
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mailto:test@test.jp

address MUWAbhtEEnEmm XTI OOROOMmOOHT
information-site MULEahe4n URL XF7 test.jp

- /ext/{ext_name}/setting/global/setting_item.json

TERENZFBRERERE
MAEREE B %= R ED
BEAVNR—D/NRZT— RELUMEF v | true
management_password_similarity_check true
VBEREIRET D false
PxR-ID (fEA®D ID) @ prefix #ET
pxr_id_prefix 2 XFE5 AAAA
PxR-ID (fEA® ID) @ suffix #EE T
pxr_id_suffix 2 XFE5 BBBB
PxR-ID /¥R 7 — FEELMEF v 7D | true i
pxr_id_password_similarity_check true
BREZEET 5, false
month,
) N day.
ANERERI— FOBEMHREO BT X A
identity-verification-expiration_type i hour, day
TEREET b,
minute.
second
ANEEZ I — FOEDHAROHEZIE | |
identity-verification-expiration_value B 7
EY b,
month.
. L day.
BE A N— - BAD/NRT — FEEHE
password-expiration_type i hour, day
BROBEAT%=IEET 5, _
minute.
second
BEAXA VY N— - AAND/NZXT— FEE |
password-expiration_value . N e 90
BROBBEZIEET 5,
BE AV N— - BAAND/NZ T — NEIEF
password-generations-number IZDOWTC, BEMEREFTRLANZXT— | #E 4
FEHRI LB WHZEIRET 5,
month,
BE - BAR— 2L TRRE (B@EE® | day.
session-expiration_type Law) REEICH Dy > a B | hour, hour
BROBMEAT%ZIBES 5, minute.
second
B - A AR— 2L TRIEE (BEED
session-expiration_value Law) REICBIT2wy > a B | #UE 3
BROMBEEZIEET 5,
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account-lock-count PxR-Block B 7 4

account-lock-count VEEDNRRT— R AN I REMAEFTH | #E 6
RIDHDEIEET 5,
month,
day.

ThHUv Ay VERE TCOREO B
account-lock-release-time_type i hour, minute
XA THEIBET B,

minute.
second
ThUY Ay VBBRETCORBOME |
account-lock-release-time_value _ 1B 30
“IRTET Do
BAIZ & % PxR-Root-Block A 7' 4 »
e . Your code
login_sms_message ICEEEIND SMS X v —CRA%EIE | XF5 <o
IS 7S
ETI 5,

%s?ID=%s

INRT]—F
My-Condition-Book BIEREFICIX(E & 1
book_create_sms_message . XF5 TR D Ay
5SMS X vt —CHRNAEEET 5,

tvt—>Th
=Y LET
true »
personal_disassociation BN DBEERRDERAISAIEET 5, o true
alse
A & % PxR-Root-Block O 7' A ks e 4
rue A
personal_two-step verification D2 BRRERIARGEH AT 2L EZIBET o true
alse
2o
BAOHBEOEARFHALHREZIEET | true i
personal_share_basic_policy false
%, false
BAICEZ2BEDOT HY > FEIBRZEZA | true »
personal_account_delete false
TE2HOEIBET 5, false
T7Ur—ary7anNdA ZX—nERA | true »
use_app-p true
E&EIEET %, false
REaXy bHEDERREXIRET true »
use_share true
%, false
month,
EPEE Y — 27 AN, X —DY — day.
region-tou_re- . . _ i
Ta vHRARKNBHEREO B XA 7% | hour, day
consent_notification_interval_type
BET 5, minute.
second
EEES—EX7TaAN, Z—DY —
region-tou_re- . . — . — "
TarfAANBIEROREEZIEET | BB 3

consent_notification_interval _value

2o
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month.

B day.
platform-tou_re- 77y b7+ — LRBRGBRERED B A S
R our, ay
consent_notification_interval_type ftoA7HIEETS
minute.
second
platform-tou_re- 77w b7+ — LR BRBARERE DK s 3
£l
consent_notification_interval _value BExEET 5,
V=Y arvY—EX0OEREREDOEEL | true A
use_region_service_operation true
BET 5o false
month,
S N day.
min_period_for_platform-tou_re- 77y b7 — LR AR OBRIER A g
. our, ay
consent_type ORIEHEOBMZ A THIBET 5,
minute.
second
min_period_for_platform-tou_re- 77y b7+ — LFBAROOBRER s .
El
consent_value DREHEOHKEZIEET %,
month,
} . day.
min_period_for_region-tou_re- V=23 VAIRRNOBREZHERORE A g
. our, ay
consent_type MO B RA 7 =IBET %,
minute.
second
min_period_for_region-tou_re- D= 3 YAARMNOBREHEORE sl .
El
consent_value R OBEEXIBET 5,
month,
day.
My-Condition-Book o Bl kR {R2Z R D
book_deletion_pending_term_type i hour, day
A2 A 7%iBET %, _
minute.
second
My-Condition-Book D HIRMREZEIMD | |
book_deletion_pending_term_value 5 e 14
BEZIRTET %o
month,
. N day.
o ELFE URLICK DT —2H OB
data_download_term_expiration_type i hour, day
FMOBf&AT%IBES S _
minute.
second
o BLAFEURLICK BT —RHENDEMH |
data_download_term_expiration_value e 14

BOBEZIEET %,
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- Jext/{ext_name}/terms-of-use/platform/pf-terms-of-use_item.json

THEASNDIFAERTEE

FREREE A = =ED

pf_terms_title PFRIRBMBED 24 b | XF5) ;j YR AR
pf_terms_subtitle iF HRRGEZE DY 75 4 b XF5 F118

pf terms_sentence PFFBROMED T F X XF5 B~~~
re-consent-flag BAOBREBEELSY 77 true H false | false
period-of-re-consent BREFOYY B BT null

deleting-data-flag T—RHIBRT 7T true H false | true

returning-data-flag T8RN T true A false | true

| 2.7 WEHIOYDIBA

AEIDFIEZEEITI BDAIC. UTORIRERA4EBIZLU TSI E,
- PxR-Root-Block iLENiEH CHD &,
+ CloudSearch D RAANCTFOTCATED &,

1. BMAF
2.1 THREUIZHIOTEMEED> TUTFIEZRET 5.

2. NodeE®Za—-IL1>X k=)L
N>R

$ npm ci

3. EQBEHEH—/N\—THHYOTEAY—ILZETL. YEHSOTZHRAT D,
INSA=5
PxR-Root-Block @ FQDN

{3l : root.xxxxx.co.jp

N>R
$ node catalogRegister.js <PxR-Root-Block ¢ FQDN>

4. Catalog d>7FBE7ITXHIR
nginx-config-map.yaml ZiR&E9 d. J71ILHRTFELEBDZHIFRT D,

location /catalog/ {

\Orchestrating a brighter world
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proxy_pass http://localhost:3001/;

tRET T UICSBEAZEMYT 5. BARGE>E2.50D7. 28RIBT L.

I 2.8 HHI1—H—B4R

1. J\w=31t (SHA-256) /U — RAERL

25D 1. TREULEVILME. ALy F2IEET, JIXT— R+ YL MEOXFITA KLY F>

JEEDEANYF2ITED,

XEEM (X pxr-book-manage-service¥src¥common¥Password.ts &S,

2. Y19 -5i%

0 TR LTz —INR—X (CHEHR L. 11— —DF7 —52ZENT 3.

INSA—45

1—5—-ID

RET

J\w=a{t)XXDT— K

1. TEMRULIE/IIRD—R

1—Y5—-%

ERXF

N>R

'root_member001’, 'root_member001');

INSERT INTO pxr_operator.operator (type, login_id, hpassword, name, auth, password_changed_flg,
login_prohibited_flg, attributes, lock_flg, is_disabled, created_by, updated_by) VALUES

(3, '<A—HY—ID>', '<)\wZa2{t/)\RT—R>', '<I-H—%>’
"{"member":{"add":true,"update":true,"delete":true},"actor":{"application":true,"approval":true},"book":
{"create":true},"catalog":{"create":true},"setting":{"update":true} }', false, false, '{}', false, false,
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I 3.1 O94>

BEULCRBHEY - EXTO/\AF-DRIBECOJA > TEDZ L 2RI D,

INSA—4
J1—5—1ID 0m2. TEHFLEI—Y—ID
J\w=3{){XT— R 0m2. TEHFULE/I\W>1(b/)\XDT—R
URL PxR-Root-Block @ URL

aON> R

curl -X POST -H "Content-Type: application/json" -d '{"type": 3, "loginld": "<1—tH—%&>", "hpassword":

"<J\w= 134t/ DT— R>"}' https:// <URL> /operator/operator/login
EE A/ —ZIBINT DIHEE. [\=VFILT—FEEEZ1—)L FAREFIEE] D42 EEA>

IN—DEIZEEMT .

|3 2 H—EREE (YO—/VULRE)

J0-)VULSREZRHYOTREBNSEET DA, [NV FILT—FEEEZ1 —)L FIRREF

L=

IBE] 0 4.1 2JO—/VULEE (Block HiE:STFE) £ET9 D,
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https://＜URL＞/operator/operator/login

